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Bottom Line Up Front 
LogRhythm NetMon Freemium is a valuable tool for someone hunting network 

traffic anomalies in a small business network, especially since the software is free.   

Although it has its front/backend limitations and should be one tool of several in a 

toolkit, it meets many industry standards for network traffic analysis.  It can 

certainly help small business’ cybersecurity network security analysts—“Hunters”—

quickly baseline network traffic, identify anomalies, and pursue further 

investigation. 

Haight Bey has no affiliation with LogRhythm; we did provide this white paper to 

LogRhythm for factual review. 

Why do what we did? 
Cybersecurity and IT professionals who are responsible for securing a network 

must be fully cognizant of their target environment to distinguish between 

anticipated and unexpected traffic flow.  Often, outlier and anomalous network 

events require further examination and clarification by a network security analyst—

a “Hunter” as we at Haight Bey & Associates LLC (HBA) call such a person.  Several 

critical questions exist to gauge the Hunter’s effectiveness in detecting atypical 

network communications: 

• How do Hunters discover and record network traffic anomalies after normal 

business hours?  

• Besides obvious anomalies, such as high volumes of network traffic when a 

business is closed for the day or week, what other types of network traffic 

should be considered suspicious? 

https://www.haightbey.com/cyber-security/hunt/
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• When deviations are identified, is it possible to narrow down a time frame of 

interest and gain full transparency of the communication methods as well as 

other crucial details? 

• What tools/techniques exist to answer these previous questions that are 

affordable and practical for a small- or medium-sized organization? 

At HBA we are always on the lookout for free or low-cost tools to help address 

these questions, so we were excited when we heard that LogRhythm provides a 

free version of its Network Monitor product: NetMon Freemium.  In July 2017, the 

research and development team (R&D, “we”) at HBA decided to try out this tool.  

Since HBA offers cybersecurity empowerment services to small to medium sized 

businesses (SMB), the primary goal was to prototype a LogRhythm NetMon 

Freemium solution that could bolster the network monitoring systems of SMBs.  We 

intended to configure and integrate this tool into an existing, mature, network 

using built-in features of the product, including customizable visualizations and 

dashboards.  As a result, we hoped to show that SMBs can supplement their 

existing cybersecurity tool suite with low-cost or free network monitoring solutions.  

With assistance from SANS™ Institute resources, we successfully configured the 

LogRhythm NetMon Freemium interface for Hunters to utilize in the network 

environment of a small business.  The rest of this document outlines the R&D 

process, including an overall assessment of LogRhythm NetMon Freemium’s 

capabilities in an SMB environment, its technical limitations, suggestions for 

front/backend improvements, and HBA’s future development goals with the 

product. 

https://logrhythm.com/network-monitor-freemium/
https://www.sans.org/
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What did we want to learn? 
To evaluate the functional practicality of LogRhythm NetMon Freemium for an 

SMB’s Hunter, we posed these questions to guide development and 

implementation: 

i) How easy is LogRhythm NetMon Freemium to integrate into a typical SMB 

network?  What costs and human resources are required? 

ii) What extent of network traffic is accessible to LogRhythm NetMon Freemium 

in a typical SMB network? How can this be verified with other network tools?  

iii) Given the network traffic accessible to LogRhythm NetMon Freemium, is this 

information significant to a Hunter? 

iv) Is the out-of-the-box user-interface/experience intuitive, enjoyable to use, 

and easily configurable? 

v) Are the product’s built-in tables, visualizations, and dashboards useful in 

establishing a baseline of network traffic against which anomalies stand out?  

vi) If a Hunter is dissatisfied with a specific dashboard, can he or she easily 

create a new table, visualizations, or dashboard in LogRhythm NetMon 

Freemium’s development environment?  

What did we do? 
Integration 
Our first step toward answering these questions was to integrate LogRhythm 

NetMon Freemium into an SMB’s network environment, and to determine the costs 

of purchasing a computing device that could adequately support the software. In 

Packets Don’t Lie: LogRhythm NetMon Freemium Review, author Dave Shackleford 

expresses that his team finished this process within half-an-hour.  We at HBA 

budgeted an hour for this process, to include some moderate troubleshooting. 

https://www.sans.org/reading-room/whitepapers/analyst/packets-lie-logrythm-netmon-freemium-review-37517
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We received permission from an SMB client of HBA in Utah to prototype a solution 

on their internal network.  The SMB is a micro-business, with fewer than 20 

employees and workstations, and less than 25 Mbps traffic.  The network hosts 

typical office devices, including printers, proprietary internal application and 

database servers, and a local physical security system. 

Integrating LogRhythm NetMon Freemium into this network environment required 

some collaboration with the SMB’s IT service provider to configure a switch to 

mirror traffic to a SPAN port.  Traffic from the following switch ports was mirrored 

to the SPAN (See Figure 1): 

• Network Firewall (network egress/ingress) 

• Wireless Access Point (wireless traffic) 

• Security Camera System 

• Virtual Host VM Network Link (traffic to/from Virtual Server Guests) 

https://en.wikipedia.org/wiki/Port_mirroring
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Figure 1: SMB network links mirrored to SPAN port for analysis 
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Once the SPAN port was configured, we used LogRhythm NetMon Freemium’s 

installation and setup guides, as well as computing hardware suggestions from a 

LogRhythm blog post, to integrate a standalone LogRhythm NetMon Freemium 

device into the network.  Thus, we were able to view ingress/egress network traffic 

through a management web-interface in roughly one hour, including the 15 

minutes or so it took to install LogRhythm NetMon Freemium onto the chosen 

hardware device.  We used the passively-cooled Vault mini-PC from Protectli, 

available on Amazon for $359.00 with 8GB RAM and 120GB mSATA SSD.  Even after 

upgrading to a 250GB SSD, the total cost of the hardware solution was under $500; 

easily affordable for most SMBs.  Considering LogRhythm NetMon Freemium is also 

offered as a virtual machine, the solution could be made even cheaper. 

Traffic Visibility 
Prior to verifying LogRhythm NetMon Freemium’s detectable network perimeter, 

we used Nmap to confirm IP addresses, device types, and the topology of the target 

network.  We ensured that communications among these devices were also visible 

by simply querying SrcIP:X.Y.Z.* OR DestIP:X.Y.Z.* within LogRhythm 

NetMon Freemium’s search interface and then comparing the results with the 

output of an Nmap scan.  Consequently, we established LogRhythm NetMon 

Freemium’s scope of visibility as presented in Figure 2: 

https://logrhythm.com/blog/how-to-build-a-miniature-network-monitor-device/
http://protectli.com/products/
https://www.amazon.com/gp/product/B01H2QJTM4/
https://nmap.org/
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Figure 2: SMB Network traffic visible to LogRhythm NetMon Freemium device 
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Ultimately, we were able to successfully capture most of the SMB’s network traffic 

flow for analysis in LogRhythm NetMon Freemium, including: 

• All ingress/egress traffic through the firewall 

• All internal traffic to/from internal servers 

Limitations on traffic visibility in this scenario include: 

• Intra-virtual machine traffic  

• Some internal-only traffic, such as from workstations to printer and vice 

versa 

• Traffic from Virtual Host to SAN on a dedicated VLAN 

• VOIP traffic   

Despite these limitations, this simple LogRhythm NetMon Freemium setup 

significantly improved the SMB’s visibility into its network traffic, and extended the 

insight the SMB’s Hunter had into the network. 

User Interface 
LogRhythm NetMon Freemium provides out-of-the-box browser-based interfaces 

that provide an immense amount of network traffic data that allows the Hunter to 

adjust the graphical interface to suit his/her needs.  The “Analyze” user interface 

allows, for example: 

• Ability to configure displayed data period over minutes, hours, days, weeks, 

and months 

• Granular queries on available detected fields to filter captured traffic 

• Metadata summaries of flow sessions which include application path, IPs, 

MACs, etc. 
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• Option to turn on packet capture for all analyzed traffic flows  

• Ability to download captured file and packet streams in *.pcap format 

• Replay functionality with *.pcap formatted streams 

Alone, the ability to categorize and download pcaps of traffic of interest makes 

LogRhythm NetMon Freemium a valuable tool for the Hunter; other free (and not-

so-free!) tools do not have this ability out of the box.  Reducing a Hunter’s analysis 

time on a forensic task, such as file carving from a TCP stream, for instance, is 

imperative for an SMB with limited time resources. 

Standards-based Analysis 
Next, we investigated the usefulness of the visualizations and dashboards within 

LogRhythm NetMon Freemium for baselining network traffic to facilitate 

identification of anomalies.  As a practical guide and ad hoc standard for baselining 

network traffic, we utilized the SANS™ Institute’s SANS DFIR Network Forensics and 

Analysis Poster (DFIR-Network_v1_4-17, available here for download with SANS™ 

account) for this stage of the R&D process. Our ambition was to gauge LogRhythm 

NetMon Freemium’s ability to support the analytical methods outlined in the 

“Network Traffic Anomalies” section of the poster (See Figure 3). 

We chose this resource from the SANS™ Institute because: 

a) SANS™ Institute is highly respected in the cybersecurity industry, and 

b) The Network Traffic Anomalies section of the poster covers a wide spectrum 

of network traffic to baseline and analyze, and 

c) The poster clearly and succinctly outlined the types of network information 

that could help a Hunter recognize suspicious trends or malicious activities  

http://www.tcpdump.org/manpages/pcap.3pcap.html
https://www.sans.org/reading-room/whitepapers/forensics/data-carving-concepts-32969
https://www.sans.org/security-resources/posters/dfir/network-forensics-poster-145
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The poster’s explanations for each Network Traffic Anomaly (NTA) clarified the 

relevant data that we needed to display in visualizations and dashboards. 

Following Figure 3 are screen 

captures of the successfully created 

dashboards with a brief explanation 

of how a Hunter would use each 

dashboard to baseline network 

traffic and subsequently discover 

anomalies. All visualizations were 

produced using LogRhythm NetMon 

Freemium’s Visualize development 

environment.   

Where appropriate, we combined related visualizations of NTA standards into a 

common dashboard. If you are interested in a general description of how the 

visualizations and dashboards were created, see Appendix A.  

More about the LogRhythm NetMon 

Freemium GUI 

LogRhythm NetMon Freemium utilizes 

the Kibana GUI plugin for the open-

source Elasticsearch data analysis 

engine.  Kibana uses the term 

“visualization” for a single graphical 

display of data, and the term 

“dashboard” for an aggregation of 

 

 

https://www.elastic.co/guide/en/elasticsearch/reference/current/query-dsl-regexp-query.html
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Figure 3: SANS DFIR poster Network Traffic Anomalies section (reprinted with 
permission from SANS™ Institute) 
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Dashboard for “HTTP GET vs POST Ratio” and “HTTP Return Code Ratio” 

 

Figure 4: HTTP GET/POST and Return Code Dashboard 

How would a Hunter use this dashboard?1 

Over time, establish a baseline of: Investigate further when: 

Typical proportion(s) between HTTP 
GET and POST request methods 

Observed ratio deviates from normal 
baseline 

Typical proportion(s) among #00-series 
return codes 

Observed frequency distribution 
displays one or multiple spikes in #00-
series return codes 

                                                   
1 The contents of these tables i.e. “How would a Hunter use this dashboard?” consist of text directly 
from Figure 3.  
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Dashboard for “Top-Talking IP Addresses” 

 

Figure 5: Top-Talking IP addresses Dashboard 

How would a Hunter use this dashboard? 

Over time, establish a baseline of: Investigate further when: 

 Hosts associated with the highest 
network communications in terms of 
bytes transferred and connection 
counts  

Observed distribution displays large 
spikes in traffic from unusual hosts 
during and after regular business hours 
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Dashboard for “HTTP User-Agent”* 

 

Figure 6: HTTP User-Agent Dashboard 

*Dashboard configured to capture user-agent strings used by all application 

protocols 

How would a Hunter use this dashboard? 

Over time, establish a baseline of: Investigate further when: 

Typical proportion(s) among 
applications and protocols in terms of 
bytes transferred 

Observed frequency distributions 
display large spikes in bandwidth 
consumption from clear text protocols 
or unusual applications 

Most common and verified user-agent 
strings 

Outlier user-agent(s) that display 
abnormal distinctions including 
acronyms, misspellings, strings mixed 
with numbers/other unusual symbols, 
unidentified entities (“Agent”), etc. 
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Dashboard for “External Infrastructure Usage Attempts”** 

 

Figure 7: External Infrastructure Usage Attempts Dashboard 

**Dashboard configured to focus only on discovering DNS traffic to external 

resolvers; the other NTA standards proved challenging to implement in the 

Visualize development environment in the time frame for this R&D project. See 

‘What else do we want to do’ section below (page 30) for more information.  

How would a Hunter use this dashboard? 

Over time, establish a baseline of: Investigate further when: 

Typical usage of external resolvers An internal client attempts to gain DNS 
resolution from an external source 
instead of the internal DNS server 
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Dashboard for “Typical Port and Protocol Usage” 

 

Figure 8: Typical Port and Protocol Usage Dashboard 

How would a Hunter use this dashboard? 

Over time, establish a baseline of: Investigate further when: 

 Most common ports and 
corresponding protocols that are 
associated with highest number of 
connection counts  

Ports and protocols appear in the 
dashboard that were previously ranked 
as uncommon  

Suspicious ports/protocols, e.g. 
23/telnet, appear in the dashboard 
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Dashboard for “DNS TTL Values and RR Counts”: 

 

Figure 9: DNS TTL Values and RR Counts Dashboard 

 

How would a Hunter use this dashboard? 

Over time, establish a baseline of: Investigate further when: 

Typical proportion(s) of “short” time to 
live values (TTLs) and different resource 
records (RRs) 

Observed frequency distribution 
displays one or multiple spikes in short 
TTLs or RRs 

 

  



 

  
Expanding the SMB Hunter’s Field of Vision: LogRhythm NetMon Freemium 
©Haight Bey & Associates 
888.379.0509     haightbey.com 

19 

  

Dashboard for “Top DNS Domains Queried” and “Newly-Observed Domains” *** 

 

Figure 10 
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***The “Newly-Registered Domains” NTA was not included in this dashboard 
because we are currently developing a DPA for this. See ‘What else do we want to 
do’ section below (page 30) for more information. 

How would a Hunter use this dashboard? 

Over time, establish a baseline of: Investigate further when: 

Most common domains queried by 
internal clients on daily  

 

 

 

Typical time periods when total number 
of newly queried domains by internal 
clients fluctuate  

Highly queried domains that were 
previously ranked as uncommon appear 

Domains from foreign countries 
(example.co.xx) are queried   

 

Spikes of newly queried domains occur 
during unusual time periods  
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Out-of-the-box viewer for “Periodic Traffic Volume Metrics”**** 

 

Figure 11 

****This chart is available in the Diagnostics page of the LogRhythm NetMon 
Freemium interface (as opposed to the “Analyze” interface) and does not require 
any additional configuration 

How would a Hunter use this dashboard? 

Over time, establish a baseline of: Investigate further when: 

Typical values for Packet and Data rate 
on the network 

Rate charts show abnormally large 
volumes of traffic on the network 
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We successfully developed 7 dashboards to display baseline network traffic against 

which 8.5 out of the 11 Network Traffic Anomalies presented in the SANS™ poster 

will stand out; 9.5 out of 11 if you consider that the out-of-the-box Diagnostics 

viewer presents “Periodic Traffic Volume Metrics”, another recommended trend of 

interest.  Since we created a visualization for “Newly-Observed Domains” but none 

for “Newly-Registered Domains”, we consider this NTA half complete. 

Creating a visualization for the “Top DNS Domains Queried” NTA proved more 

difficult than one would expect, considering there is a Query field available to inject 

in a dashboard that filters on Application:dns.  However, the way in which the 

Query field is parsed adds too much “noise” in the list of, say, top 100 domains 

queried, as all levels of the domain are displayed as individual queries.  For 

example, a DNS query of a.b.com will display “a”, “b”, “com”, and “b.com” as 

separate queries.   In attempt to resolve this, we implemented a Deep Packet 

Analysis Rule (DPA) with the built-in Lua language to parse the Query metadata 

field to a second-level domain representation, which we designated as Query_SL, 

but the undesired parsing from visualizations persisted.  We presented this issue in 

a post on the LogRhythm Community NetMon Discussions page, and were given a 

thorough and straightforward solution by a LogRhythm software engineer.  He 

explained that the ElasticSearch interface is initially configured to automatically 

parse strings when they are selected as the analyzed field in a visualization; to 

disable this, the ElasticSearch mappings for visualizations must be modified so that 

a custom field is not subject to any analysis process or parsed into tokens. 

We were unable to create a visualization for the “Newly-Registered Domains” NTA 

because this required access to a WHOIS database providing dates of when 

https://community.logrhythm.com/t5/NetMon-discussions/Mapping-String-Core-Type/m-p/29777#M1021
https://community.logrhythm.com/t5/NetMon-discussions/bd-p/Netmonforum
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domains were registered, although we do have some ideas on how this data can be 

gained through implementation of a DPA.  Again, see the “What else do we want to 

do” section below (page 30).  The search logic required to detect a newly queried 

domain, with respect to a history of queried domains, could not be implemented in 

LogRhythm NetMon Freemium’s “Visualize” development environment.  To 

compensate for this, we created a text file within a local directory and then 

manually appended a short list of second-level domains previously queried.  After 

determining permission requirements for this file with LogRhythm software 

engineers (again via the beneficial LogRhythm Community NetMon Discussions 

forum), we implemented a DPA which would read this text file, check if the 

currently queried second-level domain existed, and append this domain if it was 

not found.  This allowed us to successfully create a Previously_Queried field 

which serves to indicate whether a second-level domain had been queried within 

our internal environment.  

Additionally, we could not produce a useful dashboard for the “Autonomous 

System Communications” NTA.   Within LogRhythm NetMon Freemium’s Help page, 

we confirmed that a metadata field for Autonomous System Numbers (ASNs) 

existed.  However, after implementing a DPA for this field, the returned values did 

not exhibit any variability, i.e. the only value returned was 0 which is a reserved 

ASN.  We suspect we need to feed traffic between the firewall and router to achieve 

more relevant results.  

How would a Hunter use this tool? 
 

We expect the SMB Hunter to review each of the created dashboards and the 

Diagnostics viewer daily, to establish acceptable trends as well as investigate any 

anomalous events.  Of course, many of these anomalies will be false positives, but, 
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just like a bowhunter in the forest, the network traffic Hunter must understand the 

reality that “not all that moves is prey”.  Over time, the Hunter will improve at 

quickly culling false positives. We predict the Hunter would typically need to 

dedicate no more than 1/2 hour daily to LogRhythm NetMon Freemium dashboard 

review; anomaly investigation will take longer.  The Hunter would add LogRhythm 

NetMon Freemium to his or her daily review of a suite network monitoring tools.  

During the daily review session, we recommend setting the displayed time period 

to 24 hours.  This yields a better scope of the patterns in ingress/egress traffic 

during and after business hours.  Weekends and holiday periods would require 

respectively longer display periods. If the SMB Hunter were to find a suspicious 

event, they could quickly narrow down the time frame of interest, then utilize the 

drill down tools in the interfaces.  For instance, if the Hunter spotted a suspicious 

User-Agent string, he or she would click on the section of the chart (Visualization (2) 

in Figure 6) displaying the User-Agent, and subsequently the capture table below 

would drill down to the relevant network traffic.  The Hunter could then analyze the 

captured flow, and even download the pcap file for further analysis. 

Over time, the Hunter will use the dashboards to establish a visual baseline and 

spot anomalies worth investigating as deviations from these baselines.  Although 

we didn’t utilize the Alarm feature of LogRhythm NetMon Freemium, we predict a 

typical Hunter, as he or she becomes more experienced with the tool and confident 

in the baselines, will likely explore this feature. LogRhythm NetMon Freemium’s 

DPA Rules engine can be used to analyze traffic and trigger Alarms that appear in 

the “Alarms” user interface.  Working with Alarms is a goal for our own future 

development with the software—see the “What else do we want to do?” section on 

page 30 for more information. 
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Our evaluation on the Development Process, Results, & Relevancy to SANS’ 
standards  
In the matrix below we evaluate how LogRhythm NetMon Freemium can help a 

SMB Hunter analyze network traffic against each SANS™ NTA standard.   We used 

three criteria for the evaluation: 

1) Ease of Implementation—How difficult was the implementation process for the 

visualizations? 

• Easy: Visualization exists out-of-the-box, or only required simple re-

configuration 

• Moderate: Required some novel development and re-configuration   

• Challenging: May require significant development within the tool 

2) Ease of Anomaly Detection—How quickly can the Hunter discover anomalies 

after establishing a baseline? 

• At-a-glance: Deviations are immediately apparent within the visualizations, 

at-a-glance 

• Deeper look: Deviations require cross-referencing with other organized 

information or more in-depth examination of visualizations and associated 

capture table to recognize oddities; for instance, a scroll through the chart 

legend may be required to spot deviations 

3) Additional Tools Required?—Are additional software or network tools required 

to complete analysis?  

• Yes: At least one other tool (Nmap, Wireshark, SIEM, Firewall logs, etc.) is 

required 

• No: The out-of-the-box interfaces and drill down tools are sufficient 
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Evaluation 
Results Matrix 

Evaluation Criteria 

Ease of 
Implementation 

Ease of 
Anomaly 
Detection 

Additional Tools 
Required? 

HTTP GET vs. POST 
Ratio 

Moderate At-a-glance No 

Top-Talking IP 
Addresses 

Moderate Deeper look No 

HTTP User- Agent Easy Deeper look No 

Top DNS Domains 
Queried 

Challenging Deeper look No 

HTTP Return Code 
Ratio 

Moderate At-a-glance No 

Newly-
Observed/Registered 

Domains 
Challenging Deeper look 

Yes 

(WHOIS) 

External 
Infrastructure Usage 

Moderate Deeper look 
Yes 

(WHOIS) 

Typical Port and 
Protocol Usage 

Moderate Deeper look No 

DNS TTL Values and 
RR Counts 

Moderate At-a-glance No 

Autonomous System 
Communications 

Challenging N/A 
Yes 

(WHOIS)  

Periodic Traffic 
Volume Metrics 

Easy At-a-glance No 

  



 

  
Expanding the SMB Hunter’s Field of Vision: LogRhythm NetMon Freemium 
©Haight Bey & Associates 
888.379.0509     haightbey.com 

27 

  

What would we change? 
In this section we list some limiting aspects of LogRhythm NetMon Freemium that 

we felt would be a challenge for a typical SMB to overcome, and we also list some 

ideas for general improvements or nice-to-have features for the product: 

Limitations 
• Regular Expression Queries: Filtering and searching is easy for simple queries 

like IP address, but anything more complicated is not intuitive; some queries 

may even be impossible (e.g. querying for a colon “:” in a URL).  The query 

tool uses ElasticSearch as integrated into the Kibana GUI, which supports the 

Lucene regular expression engine and is not Perl-compatible. Those of us 

used to powerful regexp searches in scripting engines are quickly hamstrung 

with Lucene.  For instance, trying to create a query to show only HTTP User-

Agent strings with all lowercase letters is not intuitive.  This is a result of how 

ElasticSearch tokenizes the parsed fields.  And for those of us not familiar 

with the syntax, it can take some time getting used to. 

• Domain Query Records:  To analyze new domain queries against historical 

records, such as suggested by the SANS™ “Newly-Observed/Newly-

Registered Domains” NTA, the Hunter must, using a tool, do the following: 

1. record a running tally of historical domain information,  

2. compare each newly received domain against the historical record, 

and 

3. update the record with the new domain 

Doing so is not possible with the fields readily available for analysis in 

LogRhythm NetMon Freemium.   This requires a DPA to be implemented 

immediately after initial installation, so that a list of previously queried 

second-level domains can be appended right when the web user-interface is 

https://www.elastic.co/guide/en/elasticsearch/reference/current/query-dsl-regexp-query.html#regexp-syntax
https://www.timroes.de/2016/05/29/elasticsearch-kibana-queries-in-depth-tutorial/
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launched.  Furthermore, another DPA must be implemented to gain 

information regarding the date of when a second-level domain was 

registered which requires connection to the WHOIS database.  

• Distinguishing Raw Socket Connections:  Displaying raw socket connections is 

a standard provided by SANS™ in the “External Infrastructure Usage 

Attempts” NTA.  Doing so in LogRhythm NetMon Freemium is not simple 

using readily accessible visualization fields.  Displaying such connections 

could be facilitated if LogRhythm implemented a boolean field indicating 

whether a received packet utilized a raw socket or not; however, it is unclear 

whether or not LogRhythm NetMon Freemium can even perform this type of 

analysis.  

Potential Improvements or “Nice-to-haves” 
• Drilling Down on Long-Tail Data: LogRhythm NetMon Freemium is very 

powerful for data aggregation, but when a lot of discrete data is shown in a 

visualization it is difficult to achieve the necessary preciseness with the 

mouse to hover over or select small discrete data points.  This can make 

long-tail analysis frustrating.  Hovering over legend entries to highlight chart 

data is helpful to locate the data in the chart, but to drill down on a time or to 

find captures in an associated capture table, one must click on the associated 

chart data, not the legend entry.  In some cases, placing the mouse in the 

precise location on the chart proves impossible, and one must manually filter 

the chart to achieve greater resolution.  An automated resolution-increase 

function for data-laden charts would be useful. 

• Create a Dashboard Directly from a Visualization: The ability to create a new 

dashboard directly from a visualization screen does not exist.  Right now, one 

has to save a visualization and then enter the dashboard interface, create a 

https://en.wikipedia.org/wiki/Long_tail
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new dashboard, and then add the visualization to the dashboard.  A similar 

mechanic needs to be engaged whenever a visualization is updated or 

reconfigured.  Skipping the exit visualizationenter dashboard step would 

save some time, and automatically updated visualizations across dashboards 

would save frustration. 

• Lucene regexp Help: Expand the coverage of Lucene regexp in the 

LogRhythm NetMon Freemium built-in help.  Some additional help is 

available at the LogRhythm Community forum (requires account), and 

certainly from Google searches, but it’s nice to be able to access specific help 

topics right in the tool. 

• Visualization mark-up or annotations:  Provide a note-taking, screen mark-up, 

or other annotation tool within a visualization or dashboard for the Hunter to 

highlight anomalies, or otherwise take notes.  This will be especially valuable 

when the Hunter is trying to correlate anomalies between different 

dashboards.   

https://community.logrhythm.com/t5/NetMon-resources/Guide-Query-Language-Syntax/ta-p/24410
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What else do we want to do? 
HBA is excited to continue R&D with LogRhythm NetMon Freemium in SMB 

network environments.  In the immediate future, we plan on concentrating on the 

following areas: 

• Using JSON to create more powerful queries 

• R&D on the Deep Packet Analysis (DPA) Rules syntax (using the Lua 

language), to determine: 

o How to expand the visualization and reporting to more completely 

fulfill the External Infrastructure Usage Attempts NTA, specifically ASN 

metadata, and raw socket connections. 

• R&D on the DPA Rules syntax to simplify the SMB Hunter’s task of triggering 

Alarms on anomaly criteria specific to that SMB network environment. 

• Create visualizations and dashboards focused on data loss prevention (DLP), 

or spotting large or suspiciously-timed transfers of data or files.  DLP isn’t 

explicitly included in the SANS™ NTA standards, but identifying such activity 

is certainly important to any organization. 

• In the SMB scenario described in this paper, LogRhythm NetMon Freemium 

can’t view all the internal network traffic, such as traffic from workstations to 

printers, or vice versa, intra-virtual machine traffic, and VOIP traffic, which is 

a significant subset of traffic.  To give the Hunter full visibility into all network 

traffic, we need to configure additional SPAN port(s) or a network tap to feed 

missed traffic to the other bonded interface on the microcomputer on which 

we installed LogRhythm NetMon Freemium. 

• What if the SMB in this scenario migrated all of their infrastructure to the 

cloud?  How could we use LogRhythm NetMon Freemium in this case? 
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What do we think? 
We are satisfied with the LogRhythm NetMon Freemium product as a low-cost 

addition to the cybersecurity toolkit for an SMB Hunter.  Free software can be a 

boon (with obvious exceptions: laden with spyware, not supported, etc.), and the 

cost of the necessary hardware was reasonable for a typical SMB.  The process to 

install and integrate the product into a SMB’s network environment was painless.   

Although full analysis of all internal network traffic was hampered by the chosen 

installation location in the SMB network, the LogRhythm NetMon Freemium tool 

provided transparency into most network traffic of interest.  With such out-of-the-

box capabilities, a typical Hunter or network administrator could use the tool to 

establish a baseline of typical behaviors of his/her network and that of its internal 

clients. 

The user interface and experience in LogRhythm NetMon Freemium is intuitive, and 

relatively easily configurable for most of the SANS™ Institute Network Traffic 

Anomalies standards we judged the tool against.  A couple of the anomaly 

standards were met by LogRhythm NetMon Freemium right out-of-the-box, and in 

short-order we were able to create novel dashboards that could help the SMB 

Hunter identify other anomalies.  The ability to drill down into a packet, flow, or 

pcap within seconds of identifying and anomaly is of much value to a Hunter, and 

automatic packet capture of (all, if desired) traffic flows distinguishes LogRhythm 

NetMon Freemium from other tools.  For several of the NTA standards, LogRhythm 

NetMon Freemium would be the only tool the Hunter would need to identify an 

anomaly and determine the root cause. 

However, it would be a mistake for a Hunter to rely solely on LogRhythm NetMon 

Freemium for network traffic monitoring, as the tool has limitations in meeting 
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several of the SANS™ standards, such as identifying external infrastructure 

attributes and usage attempts.  Additionally, there is no out-of-the-box capability to 

record historical lists of domain queries for future comparison.   

The user interface needs improvements in some areas as well.  For example, the 

main query interface has limitations, and users that are familiar with regular 

expression searches in scripting engines may become frustrated as they familiarize 

themselves with the Lucene regex syntax.  Although we utilized and explored 

whether the product’s DPA Rules engine could be used to overcome the limitations 

noted above, we approached the integration and standards test from the 

perspective of a SMB Hunter, who may not have the time or skill set to perform 

such development. 

Overall, LogRhythm NetMon Freemium is a valuable tool for a SMB Hunter, 

especially since the software is free.   It can certainly help the Hunter baseline 

network traffic, identify anomalies, and pursue further investigation.  Once the tool 

has been installed and configured for the SMB environment, we predict a SMB 

Hunter would spend ½-hour or so a day using the dashboards to establish 

baselines of normal network traffic.  Once the Hunter is comfortable with the 

baselines, he or she should be able to quickly spot anomalies during that same ½-

hour period, and then use the tool to plan and execute further investigations.  

LogRhythm NetMon Freemium is a great example of why a SMB need not 

necessarily pursue high-cost software solutions to gain visibility into network traffic.  

For more information on LogRhythm NetMon Freemium and to download it, see: 

https://logrhythm.com/network-monitor-freemium/   

We found the very active NetMon Community extremely helpful with deployment: 

https://community.logrhythm.com/     

https://logrhythm.com/network-monitor-freemium/
https://community.logrhythm.com/
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Appendix 
HTTP Dashboard Get/Post and Return Code Dashboard (Figure 4) General 

Configuration Description 
i.  Created a blank dashboard to display only HTTP traffic by setting default Lucene query to 

Application:http  
ii.  Created visualization (1) to show ratios of HTTP response status codes based on specified 

ranges from SANS™ poster. 
iii.  Created visualization (2) to show ratios of HTTP GET/POST request methods. 

iv.  Added visualizations (1) and (2) to dashboard.  

v.  Edited the out-of-the-box capture table to provide more in-depth information about the 
visualizations; added to dashboard.  
Top-Talking IPs Dashboard (Figure 5) General Configuration Description 

i.  Edited out-of-the-box visualization (1) to display top 20 sums of bytes transferred from a 
local client to the server since the last update. 

ii.  Edited out-of-the-box visualization (2) to display top 20 connection counts from a local 
client to a server. 

iii.  Created visualization (3) to display top 20 sums of bytes transferred from the server to a 
local client since the last update. 

iv.  Created visualization (4) to display top 20 connection counts from a server to local client. 

v.  Edited the out-of-the-box capture table to provide more in-depth information about the 
visualizations. 

vi.  Added the visualizations (1) – (4) and modified capture table into a blank dashboard. 

HTTP User-Agent Dashboard (Figure 6) General Configuration Description 
i.  Added the out-of-the-box visualization (1) to a blank dashboard. 

ii.  Edited the out-of-the-box visualization (2) to display bottom 100 user agent entities. 

iii.  Added visualization (2) to dashboard. 

iv.  Edited the out-of-the-box capture table to provide more in-depth information about the 
visualizations; added to dashboard. 

External Infrastructure Usage Attempt Dashboard (Figure 7) General Configuration 
Description 

i.  Created a blank dashboard to display only DNS traffic which excluded connections to 
internal resolvers; accomplished by setting default Lucene query to  
Application:dns AND (NOT DestIP:A.B.C.D) AND (NOT SrcIP:A.B.C.D) 

ii.  Added previously created visualizations (1) and (2) to dashboard. 

iii.  Edited the out-of-the-box capture table to provide more in-depth information about the 
visualizations; added to dashboard. 

Typical Port and Protocol Usage Dashboard (Figure 8) General Configuration 
Description 

i.  Created visualization (1) to show top 20 destination port connections. 

ii.  Created visualization (2) to show top 20 application connections. 
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iii.  Edited the out-of-the-box capture table to provide more in-depth information about the 
visualizations. 

iv.  Added visualizations (1) and (2) as well modified capture table to a blank dashboard. 

DNS TTL Value and RR Count Dashboard (Figure 9) General Configuration 
Description 

i.  Created a blank dashboard to display only DNS traffic which excluded packets with times to 
live (TTLs) greater than 10; accomplished by setting default Lucene query to 
 Application:dns AND TTL:[1 TO 10] 

ii.  Created visualization (1) to show the frequency of packets with TTLs in the range [1 – 10]. 

iii.  Created visualization (2) to show the cumulative resource records (RRs). 

iv.  Edited the out-of-the-box capture table to provide more in-depth information about the 
visualizations. 

v.  Added visualizations (1) and (2) as well as modified capture table to dashboard. 

Top DNS Domains Queried and Newly-Observed Domains (Figure 10) General 
Configuration Description 

i.  Created a blank dashboard to display only DNS traffic; accomplished by setting default 
Lucene query to Application:dns. 

ii.  Created visualization (1) to show overall top 25 second-level domains queried by internal 
clients; added this visualization to dashboard 

iii.  Created visualization (2) to show time relative top 25 second-level domains queried by 
internal clients; added this visualization to dashboard  

iv.  Created visualization (3) to show trends of newly queried second-level domains based on 
selected time period; added this visualization to dashboard  

v.  Edited the out-of-the-box capture table to provide more in-depth information about the 
visualizations; added this modified capture table to dashboard  
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